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Program verification

The verification of:
@ sequential programs

@ manipulating dynamic data structures, like

e array,
o singly-linked lists,
o doubly-linked lists,
o array of doubly-linked lists

@ strongly typed
— basic types: int, bool, etc.
o allowed types: — references to records
— array of records
The data structures have arbitrary size and shape and encapsulate data over
unbounded domains.
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Program verification

struct a-ty { S
int id; m root  flag:1 root  flag:0 -
AlL.ty+ head; o ~EE Bl
} MR e dity
stract dil-ty { S —
. root flag:l root  flag:1
ot ing; g = Bl =
- 3 M
dll_ty* next, *prev; S )] dity ¥
v

a-ty arr([N]; aty

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list"

Sizes: “the array is sorted in decreasing order w.r.t. the lengths of lists
stored”

Data: “the array is sorted w.r.t. the values of the field id"

Cezara Drigoi (LIAFA) Composite Data Structures



Program verification

doubly * doubly::link(doubly * temp){
o . doubly * newlink;
Verification approach: doubly our
newlink = new doubly;

L. . cout<<"\nEnter Element (only possitive number):";
cin>>data;cur = temp;

° pre/post condition reasoning oLy

newlink->data = data;

@ invariants checking newinkobesd  NULL;

temp = newlink;

;etum temp; I nv
elsef
wmm I= NULLX

cur = cur->next ;

Check that:

newlink->data = data;
e post(Inv) C Inv oviopre = o
newlink->next = NULL;
cur->next = newlink;

e Inv - Good return temp;
}
3

Good
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Our contribution

We introduce a logic called Composite Structures Logic that:

@ is able to express properties on the shape of the heap as well as
properties on the size of the heap as well as
properties on the data stored in the heap
@ can specify the effect of executing transformations on these data structures,
it is closed under post-computation

@ has a decidable satisfiability problem
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@ General logic: gCSL

Q CsL

© Decision procedure for CSL

@ Related work

© Conclusions and future work
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Heaps as graphs

Heaps are represented as labeled directed graphs called heap graphs

struct a-ty {

int id; L~
. ;;I - t flag:d root flag:0
dll.ty* head; 0 :::v naegxt .' prev  next .
} ( 1 2 dity
struct dll_ty E
. Toot  flagl t  flag:l
bool flag, o prev  next " ;::v naesxt
a_ty* root; : = dilty v
dll_ty* next, *prev; N1 e T
1 ...
a_ty
a_ty arr[N];

id:3 id:6

&) root[ 3
. R i‘Z’Soot 2
The graph is deterministic p> >

flag:1 flag:1

The array fields create

next
acyclic distinct paths prev  pre
roo
Bl flag:0 flag: 1l
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@ assume D the data domain where data fields take values

e assume FO(D, O, P) a first order logic on D, with operations in O and
predicates in P

gCSL is a multi-sorted first order logic on graphs parametrized by FO(D, O, P)

arithmetical

gCSL = FO + reachability + constraints

+ FO(D,0,P)

Cezara Drigoi (LIAFA) Composite Data Structures



Reachability predicates in gCSL
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Reachability predicates in gCSL

x Afeht, y link(z) = x
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Reachability predicates and length constraints in gCSL

o Afeh
x Afoeh} y link(z) = x
f f f
s
ink\h/ n n
z
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Reachability predicates and length constraints in gCSL
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Reachability predicates and length constraints in gCSL

X {f.g:h}, CIN

yANl =3ANv—="—
I'<INI+T1 >4

X —>{f’g’ﬂ} link(z) =
f
/\. y
/‘\/ "\/

N

Cezara Drigoi (LIAFA) Composite Data Structures



Data constraints in gCSL

id(x) =3
Je.id(x) 4+ id(y) +¢>9
X —>{f’g’h}’l yANl=3Nv—=—"— {g}
I'<InNI+1">4
XMU/ link(z) =
f f
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Program verification

/K—\
[T e | Foorl Knega oot flag0
o ~— EEEE<
B[ s head v dil_ty
I ool et Pl et
o
. ¥ dity ¥
N
a_(y

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list"

{next,prev}
_

Vi 3x,y. x = head(a[i]) A x
Sizes: “the array is sorted w.r.t. the lengths of lists stored”
Vi i j<j = 3x,x, 1. (x = head(a[j]) A x’ = head(a[j'])A

t},/ ),/
o mext}, ) {next},

null A x null A/ <)

Data: “the array is sorted w.r.t. the values of the field id"

Vi j. i <j=id(ali]) < id(alj])
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Satisfiability of gCSL

The satisfiability problem of gCSL is undecidable

@ when data are restricted to finite domains (such as booleans), the logic
subsumes the first-order logic on graphs with reachability

@ when the models are restricted to simple structures, like sequences or arrays,
for very simple data logics such as (N, =), the fragment V*3* is undecidable
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Q CsL
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CSL Logic

An ordered partition over R7 is a mapping o : RT — {1,...,N}
@ atype R € RT is of level k iff o(R) = k

level 2

level 1
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CSL Logic

An ordered partition over R7 is a mapping o : RT — {1,...,N}
@ atype R € RT is of level k iff o(R) = k

level 2

level 1

For1 < k <|o|,
CSL is the smallest set of formulas closed under disjunction and conjunction, which
contains all the closed formulas of the form:

T Vi Fa Viea . HVE (Fa,Va) o

¢ is a quantifier-free formula in gCSL
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CSL Logic

For1 < k <|g|,

CSL is the smallest set of formulas closed under disjunction and conjunction, which
contains all the closed formulas of the form:

I2k Vi Tk Vier - TV {30 Va9

¢ is a quantifier-free formula in gCSL such that:
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CSL Logic

For1 < k <|g|,

CSL is the smallest set of formulas closed under disjunction and conjunction, which
contains all the closed formulas of the form:

ok Vi k1 Vi o2 I VT {30, Va9
¢ is a quantifier-free formula in gCSL such that:

A,ind . . .
@ REeAcH: for any x ——— x’, x and x’ are free or existential variables
{f},l ’
X

YES 3x,x.x —

NO Vy,y'.y &y’
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CSL Logic

For1 < k <|g|,

CSL is the smallest set of formulas closed under disjunction and conjunction, which
contains all the closed formulas of the form:

Io, Vi Fohor Yier oo IV {Fa, Y4} o

¢ is a quantifier-free formula in gCSL such that:
A,ind

@ REeAcH: for any x ——— x’, x and x’ are free or existential variables
@ UNIvVIDX: two universal index variables can be used only in j < j’ or j =’
YES Vj,j'.j<j = data(alj]) < data(a[j’])
NO Vj,j'.j+1=j = data(alj]) < data(a[;’])

@ LEV: atomic constraints on lengths of lists and array indexes involve only one level

.l i},
YES 3x, %', h3z, 2/ b x 2 p s AR S A >0

NO 3x,x’,h3z, 2" . x {F}h x'Az {Fhh ZAh+5hL>0

Cezara Drigoi (LIAFA) Composite Data Structures

16 / 29



Examples of CSL formulas

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list”

next,prev
oP:

Vi 3x,y. x =head(a[/]) A x
Sizes: “the array is sorted w.r.t. the lengths of lists stored”
Vj,j' j <) = 3x.x'.I.I'.(x = head(a[j]) A x' = head(a[j'])A

{next},/ ; {next},/
—_ —_

null A x null A/ < /)

Data: “the array is sorted w.r.t. the values of the field id"

Vi j. i< j==id(all]) < id(al]])
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© Decision procedure for CSL
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Satisfiability of CSL

The satisfiability of CSL is decidable if the satisfiability of the underlying first
order logic FO(D, O, P) is decidable

Let
o =35 r Vip 35 Vi p' o 3 VIpY {34, Va}" ¢

@ compute py_1 equi-satisfiable to ¢y such that
Oh-1 =I5 2V qw .. 372 Viw' {3y, Ve ¢
until it ends up with a formula over variables of level 1
p=7JxViy {3q,Ya}". ¢"

@ reduce the satisfiability of ¢ to the satisfiability of a formula in FO(D, O, P)
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Satisfiability of CSL

The satisfiability of CSL is decidable if the satisfiability of the underlying first
order logic FO(D, O, P) is decidable

Let
¢ =3xViy {34,Y4}". ¢"

@ compute the set of small models for the reachability and size constraints

@ for each small model, build a FO(D, O, P) formula 1

If one of 4 is satisfiable then ¢ is satisfiable.
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Decision procedure: computing small models

<p:E|x,q,z.x£>q/\xﬁ>z AN q#z
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Decision procedure: computing small models

<p:E|x,q,z.x£>q/\xﬁ>z AN q#z

Sf%cf%@e;f;@f@
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Decision procedure: computing small models

{f} {f}

p=3x,q,z . x—gAx—>z N qF#z

cfaefaeg;f;@f@

@ ¢ has two small models of size three
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Decision procedure: computing small models

¢ =13x,q,z 3/17/2.xﬂ>q/\xM>z ANq#z
ANh+h2>8

efgcfa@QJ;@fw

h+l=hANh+5h=>8
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Decision procedure: computing small models

gpzﬂx,q,zﬂ/l,lz.x{f—}h> A x ATk Sz ANqg#z
ANh+hL>38

e minimal solutions (I, b, /) for h +1=h AL+ h >8
M={(1,7,6),(2,6,4),(3,5,2)}

@ small models for ¢

I

090909000
Iy [

I I

0-9-0-0-0>0>0>0 ©-90-0>0>0-0
|

I, [ I
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Decision procedure: data constraints

{})1 {}a2

p=3x,9,z 3, h. x———gAx—"5z N q#z

AL+ hHL>38
Ng(x)=0Ag(q) =2
f‘
Ay, (v 5y = g(y) < g(y))

l2

0-0-9-0-0-0°6
I, i

I, lp

0-9-0-0-0-00:0  ©-9-0-9-0-0
|

Iy I Iy

Cezara Drigoi (LIAFA) Composite Data Structures



Decision procedure: data constraints

{f}h {f}.h

p=3x,9,z 3, h. x———gAx—"5z N q#z
AL+ hHL>38
Ng(x)=0Ang(q)=2

{f}

Ay Y (y 2y = g(y) < g(v)

lp

000505050 @

I i

I, 2
WO (@O0 @
I, I
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Decision procedure: data constraints

=3x,q,z I, b. x 2 Afrh, LN

AN+ b Z 8
Ng(x)=0Ag(q) =2
f
Ay, (v 5y = g(y) < g(Y))

——>z Nq#z

1,

¢-9-9-9-0>0
I |
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Decision procedure: data constraints

p=13x,q9,z Elll,/g.x{f—}’ll>q/\xMz Nqg#z

AN +h>8
Ng(x)=0ng(q) =2

1
Ay, (v Ay = g(y) < g(v)

9qG ¢ 92 g
P>~ @
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Decision procedure: data constraints

p=13x,q,z EI/1,/2.x{f—}’ll>q/\xMz A q#z

ANy +h>8

Ng(x)=0Ag(q) =2

f
Ay, (v Ay = g(y) < g(v)

I
0-0-9-0-0-0>9
Iy I
Iy I
-9-0-0-0-0-0-0 ©-9-90-9-0-0
I | I |

1 1
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Decision procedure: data constraints

p=13x,q,z EI/1,/2.x{f—}’ll>q/\xMz A q#z

ANy +h>8

Ng(x)=0Ag(q) =2

f
Ay, (v Ay = g(y) < g(v)

@%&@Lof:o‘»o&@

I I

0-0°0°0-0-0°0'0  §-9°9-9-050
| I | I

1 1
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Decision procedure: data constraints

¢ =13x,q,z 3/1,/2.XM>Q/\XMZ A q+#z

AL+ hL>38
Ng(x)=0ng(q) =2

f‘
Ay, (v oy = g(y) < g(y))

I2
O Cop Cag Cayp Coo Coo &
@0~~~ 0~0®
I1

¢1 = E'C]_, 2, C3,C4, Cs, Cs, Cp, C7- /\I;ﬁj Cj 7é G
true N\ true N true A true
ANcaa=0ANc =2

A Ni<icjcr 6 <G
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Decision procedure: data constraints

¢ =13x,q,z I, b x 2 Afbh, xMqu;ﬁz
/\/1+/228
N g(x)=0ng(q) =2

.
Ay, (v sy = g(y) < g(y))

91 92 94 96 97 g:8

->O->® @

Y1 =1, 2,63, G, C5,C5, o, 7. N1y 6 F G
true N\ true N true N true
ANca=0Ac =2

A Nicicj<7 6 <6
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Decision procedure: summary

@ choose a small model for the reachability and size constraints;
if there are no models then ¢ is unsatisfiable

@ build a FO(D, O, P) formula ¢ for the selected small model
© check the satisfiability of v

The complexity of the reduction procedure is NPMO''P when the number of
universally quantified variables is fixed.
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If the satisfiability of the underlying first order logic FO(D, Q,P) is decidable, then
the satisfiability of CSL is decidable

For any basic statement S and any CSL formula ¢, we can compute in polynomial
time a formula post(S, ¢) describing the strongest post-condition of ¢ by S.

Verified algorithms include
@ searching an element into a list of list

@ insertion into an array of doubly-linked list
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@ Related work
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Related work

o finite data domains: the logic LRP from [Yorsh et al. 2007] can specify
unbounded trees but it cannot specify lists of doubly-linked lists which is
possible in CSL

@ abstraction techniques: [Berdine et al. 2007] introduce predicate abstractions
based on separation logic formulas. Our approach uses precise invariant
checking to reason about composite data structures.

@ unbounded data domains:

[Bouajjani et al.2007] allows to reason about words and it is included in CSL
[Bradley et al.2006] allows to reason about arrays

[Habermehl et al.2008] allows more expressive constraints on the index
variables but it considers only arrays with integer data

o [Lahiri et al. 2008] starts from a partial order on the types of the program
such that it is not possible to have links going from a smaller type to a greater
one. It does not handle the length of the lists nor the arrays.
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© Conclusions and future work
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Conclusions and future work

We introduce a logic called CSL that:

properties on the shape of the heap
properties on the size of the heap
properties on the data stored in the heap
@ it is closed under post-computation

@ is able to express

@ it has a decidable satisfiability problem

Future work:

@ efficient implementation of the decision procedure on top of existing SMT
solvers

@ use CSL in other verification methods (abstract interpretation, termination
proofs)
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