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Communication Protocols

¥ verify safety (system does not
   exhibit certain "bad" behavior) 

¥ independent peers

¥ asynchronous communication

¥ reliable unbounded channels

¥ state-based protocols



CEGAR:
counterexample guided abstraction re!nement

¥ successfully applied in software & hardware 
 model checking tools (BLAST, SLAM,É)

¥ works for !nite abstractions of in!nite  
 models (hybrid systems,É)
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A communicating !fo system 
is given by

with:

¥a !nite set of states

¥initial states 

¥!nite message alphabet

¥!nite set of channels

¥transition relation   

Communicating !fo System:
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operational semantics:
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The behaviour of      is given
as in!nite  labeled transition
system:
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safety veri!cation:

Safe i" there exists no run 
that leads to Bad

Bad = { (00)} ! cM∗ ! M∗
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CEGAR-loop:
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Abstraction:  con!gurations

w1,É,w n
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Abstraction:  con!gurations
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Abstraction:  transitions
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abstract safety:
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abstract safety:

abstract labelled transition 
system regarding: 

con!gurations that 
intersect withBad

Bad#
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Proposition:
Given a partition abstraction of the !fo 
system     ,  the labeled transition system
is           -safe,  if its partition abstraction is 
safe with respect to  
        

Bad#
Bad

proof-idea:  conservative over-approximationÉ
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spurious counterexamples:
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spurious counterexamples:
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CEGAR-loop:
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Path Invariants:
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M+M+

one calculates a path invariant as follows:
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Path Invariants:
M+M+

!o !c ?o ?c
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     initial con!gs
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      transitions
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Re!ne the Partition:
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Extrapolation:

¥allow to re!ne partition

¥!ne-tune precision via parametrized operator

¥overapproximate ! n

! 0 ∇1 ∇max

. . .
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Prototypical Implementation:

counter-
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Empirical Results:

Alternating Bit Protocol This is the touchstone protocol for automatic ver-
iÞcation for communicating Þfo systems [18]. Regarding our tool, single-split
reÞnement methods are not able to terminate compared in contrast to path
invariant ( PathInvariant1) based reÞnement.

Nested Loops Protocol Systems with nested loops (viz. above Þgure) over-
burden standard acceleration techniques, which rely on the analysis of sim-
ple loops and cannot accelerate nested loops. OurCegar method was able
to prove (at least) the following safety property: Òa messagem cannot be
received when the session is closedÓ.

Non-Regular Protocol This is a toy example where the reachability set is
non-regular (viz. above Þgure). Describing the exact reachability set depends
on non-regular sets, e.g.,00 ! an # ε# bn # ε. The safety property is given
explicitly by the control state 02, which should not be reachable.
Even if we only utilize recognizable language invariants, our approach is
able to verify the safety. Other techniques that are based on recognizableemphasize this more!!!

languages, like the acceleration withQdd s [2], are not able to handle non-
regular systems at all.

Ring Protocol This is an example of Òtoken passingÓ protocol, wheren identi-
cal processes, set in a ring architecture, can pass some tokens. At the begin-
ning, each proces has 0 or 1 token (states0 or 1 on Fig. 2). A process is in a
bad conÞguration when it has two tokens. Therefore, before sending a token
t, it sends an alert messagea. When a process receives an alert message, it
ignores it (if it has no token) or sends imediately its token to the following
process, without an alert message. This is the reason why the only outgoing
transition of 3 is to send a token.

Fig. 2. Ring Protocol

Single-split Path-invariant
Examples Time(s) Space(MiB) Method Time(s) Space(MiB) Method

(1) ABP 2.98 2 BFS 4.64 2.23 BFS
(2) Conn./disc. 0.02 0.36 Mix 0.02 0.36 BFS
(3) Non-regular 0.04 0.59 Mix 0.17 0.59 Mix
(4) SimpliÞed TCP 11.36 6.22 DFS 3.44 2.47 DFS
(5) nested loops 7.13 2.47 DFS 1.84 1.06 DFS
(6) Ring > 1000 36.7 Mix 7.83 4.32 BFS



Future Work:
¥extend approach to the communication of
data based on the model of communicating 
lattice automata 
(model sliding window protocols etc.)

¥extensive empirical testing and in-depth 
comparison to other tools (TReX, Lash,É)

¥characterize for which classes of protocols the
CEGAR algorithm terminates

¥ É      (feel free to append      )�•




